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Abstract—In this paper, Byzantine attacks in wireless sensor

networks with mobile access (SENMA) points is considered,

where a portion of the active sensors are compromised to

send false information. One effective method to combat with

Byzantine attacks is the q-out-of-m scheme, where the sensing

decision is based on q sensing reports out of m polled nodes.

In this paper, first, by exploiting the approximately linear

relationship between the scheme parameters and the network

size, we propose a simplified q-out-of-m scheme which can

greatly reduce the computational complexity, and at the same

time keeping good performance. We show that for a fixed

percentage of malicious sensors, the detection accuracy of the

simplified q-out-of-m scheme increases almost exponentially as

the network size increases. Second, we propose a simple but

effective method to detect the malicious sensors before decision

making. The performance of the proposed approach is evaluated

under both static and dynamic attacking strategies. It is observed

that with the pre-detection procedure, the performance of the q-

out-of-m scheme can be improved significantly under various

attacking strategies. Simulation results are provided to illustrate

the effectiveness of the proposed approaches.

Index Terms—Byzantine attacks, data fusion, wireless sensor

networks.

I. INTRODUCTION

Wireless sensor networks have found use in a variety
of different applications including military, health and en-
vironmental monitoring [1], [2]. Many of these applications
require secure and trusted communications, and have attracted
significant attentions from the research community [3]. How-
ever, incorporating security into these wireless sensors is
challenging due to the limited memory, processing capability,
and restricted energy supply. These constraints motivated the
creation of a new architecture known as sensor networks with
mobile access (SENMA) that was proposed in [4] [5]. SENMA
provides an energy efficient architecture, where mobile access
points collect data acquired by the sensors and do most of the
processing required [6].

Wireless sensor networks are vulnerable to Byzantine at-
tacks, where the adversary has full control over some of
the authenticated nodes and can perform arbitrary behavior
to disrupt the system [7]. The existence of malicious nodes
in the network can severely disrupt the network’s operation.
Furthermore, if the sensing reports represents a hard-decision
(’yes’ or ’no’), it has been shown that using the OR rule
(meaning that: if one of the sensor reports a ’yes’, then the
decision is ’yes’; otherwise, if all sensor reports a ’no’, then
the decision is ’no’.) to obtain the final sensing decision leads

to a very high false alarm probability [8].
In this paper, we consider reliable data fusion in SENMA

systems under Byzantine attacks, where a portion of the
wireless nodes are compromised to report false information to
the mobile access point. We propose to mitigate the Byzantine
attacks using the q-out-of-m scheme, for which the final
decision is based on q sensing reports out of m polled
nodes. However, due to the large computational complexity
required to find the scheme parameters by exhaustive search,
the optimal q-out-of-m scheme would be infeasible as the
network size increases. To overcome this drawback, effective
sub-optimal schemes with low computational complexity are
highly desired.

In this paper, by exploiting the linear relationship between
the scheme parameters and the network size, we obtain an
effective suboptimal scheme which can greatly reduce the
computational complexity. We show that at a fixed percentage
of malicious nodes, the detection accuracy of the simplified
q-out-of-m scheme increases almost exponentially as the net-
work size increases [9]. This makes the q-out-of-m scheme a
potential candidate for large scale sensor networks. Moreover,
we propose a simple and effective method to detect the
malicious sensors before decision making. It is observed that
the performance of the q-out-of-m scheme can be improved
significantly with the pre-detection procedure. We further
investigate the performance of the proposed approach under
both static and dynamic attacking strategies, in which the
malicious sensors send false sensing information with a fixed
or time-varying probability. It is found that: without pre-
detection, the system has the worst performance under the
static attack, where the malicious nodes always send false
information; when pre-detection is enforced, the false alarm
rates are reduced significantly for all attack strategies. How-
ever, dynamic attacks take much longer time to be identified
compared to static attacks. Simulation results are provided to
illustrate the proposed approaches.

II. SYSTEM MODEL

We use the SENMA architecture, where we assume the
network is composed of n power-limited sensor nodes and a
powerful mobile access point. The sensor nodes communicate
directly with the mobile access point (MA), and hence no
routing is required [4]. Each sensor node detects the presence
of a target object and sends its one-bit hard decision report to
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the mobile access point (‘1’ means that the target is present),
which makes the final decision accordingly.

Under Byzantine attack, some malicious sensors send false
information that would disrupt the network functionality. In
our system model, we assume that the network contains k

malicious sensors. The percentage of malicious sensors k/n

is denoted by α and it is assumed to be known at the
mobile access point. If no prior knowledge of α exists, the
MA would assume a relatively high α (30% is considered
high enough) and then it would obtain an estimate for α

by comparing the individual sensing reports with the final
decision. We also assume that each sensor node has a false
alarm probability Pf and a miss detection probability Pm.
These probabilities depend on the channel environment and
the sensors’ capabilities to detect the target.

III. THE Q-OUT-OF-M SCHEME

A. The Optimal q-out-of-m Scheme

The main task of the MA is to decide whether a certain
object exists or not based on the sensing reports. The MA
would use the q-out-of-m fusion method, where it polls m

out of n sensors and relies on the q-out-of-m rule for final
decision making. In the q-out-of-m fusion scheme, the MA
decides that an object is present if q out of the m polled sensors
report ‘1’ [8]. The main objective is to minimize the overall
false alarm rate (Qf ) while keeping the overall miss detection
(Qm) below certain predefined value β. Hence, it is desired
to get the optimum parameters m and q that can achieve the
objectives. The problem can be formulated as follows:

min
m,q

Qf (m, q); (1)

s.t. Qm(m, q) ≤ β;

s.t. 1 ≤ q ≤ m ≤ n; q,m ∈ N.

In order to obtain a closed form expressions for Qf and Qm,
we define P

d,m−d
k,n−k as the probability of polling m− d out of

n − k benign sensors and d out of k malicious sensors such
that:

P
d,m−d
k,n−k =

�k
d

��n−k
m−d

�
�n
m

� (2)

According to our system model, the overall false alarm rate
is expressed in (3) and the overall probability of detection is
expressed in (4) [8]. The miss detection probability Qm can be
then expressed in terms of the detection probability Qd, such
that Qm = 1 − Qd. In these equations, we assume the worst
case scenario where malicious nodes can perfectly detect the
object and always report false sensing information.

Qd =






0, if n− k < q;

min(k,m−q)�

d=max(0,
m+k−n)

P d,m−d
k,n−k

m−d�

i=q

�
m− d

i

�
P i
d(1− Pd)

m−d−i,

if n− k ≥ q.

(4)

We used exhaustive search to obtain the optimal parameters
at relatively small network sizes using β = 0.01, and two main
observations were made [9]:
Observation 1: The optimal m is almost independent of the
percentage of malicious nodes, and has a linear relationship
with n. In fact, in all simulation cases, it is equal, or very
close, to the value of n as shown in Figure 1. One possible
interpretation for this is that since the polling is random, it is
better to know the decision of all the nodes. This is not the case
when a malicious node detection scheme is employed, as in
this case the reports of malicious sensors would be discarded.
Observation 2: q also follows an approximate linear function
of n with different slopes depending on the percentage of
malicious nodes, as shown in Figure 2.

These observations are used to obtain suboptimal m and q

for large network sizes without the need to perform exhaustive
search that would be impractical as n increases. This will be
illustrated in the next subsection.

B. The Simplified q-out-of-m Scheme

In the simplified approach, we set m = n, and use the
following relation to obtain q:

q̂n1,α = qn0,α + So(α)(n1 − n0), (5)

where So(α) is the slope of the qo versus n curve at a specific
percentage of malicious nodes (α), q̂n1,α is the suboptimal q
value at a network size n1, and qno,α is the optimal q value at
a network size n0. Both q̂n1,α and qno,α are at α percent of
malicious sensors. qno,α is considered as a known reference
point and is obtained using the optimal q-out-of-m scheme
at a relatively small network size no. It is noted that q is an
integer value, hence we let q = �q̂n1,α�, which is the smallest
integer larger than or equal to q̂n1,α.

We can get the optimal scheme results at relatively small
values for n, and use them as the reference points. These
(m, q) pairs for different network size n and k/n ratio, can
be obtained and stored in a look-up table, and used to get
the suboptimal scheme parameters for larger network sizes.
It is worth mentioning that if the channel conditions change,
the individual Pf and Pm would change and consequently the
optimal scheme parameters will be different. In this case, the
slope and the reference point would change, and the simplified
approach could be applied with the new settings. That is, in
practical situations, a periodic update on the reference points
and related slopes would be required.

C. Performance of The Simplified q-out-of-m Scheme Versus

Network Size

In this subsection, we prove that the performance of the
simplified q-out-of-m scheme improves almost exponentially
as the network size increases. We also formulate the change
in the overall miss detection probability as compared to the
optimal q-out-of-m scheme. We assume the case where q ≥ k;
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Qf =






k�

d=max(0,
m+k−n)

P
d,m−d
k,n−k

m−d�

i=q−d

�
m− d

i

�
P

i
f (1− Pf )

(m−d−i)
, if k ≤ q

1, if m+ k − n > q

min(k,m)�

d=q

P
d,m−d
k,n−k +

q−1�

d=max(0,
m+k−n)

P
d,m−d
k,n−k

m−d�

i=q−d

�
m− d

i

�
P

i
f (1− Pf )

m−d−i
, if k>q and

m+k−n≤q.

(3)
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Fig. 1. Optimal m vs. n

hence, the false alarm probability Qf can be expressed as:

Qf =
m−k�

i=q−k

�
m− k

i

�
P

i
f (1− Pf )

m−k−i
. (6)

It is clear that Qf is the summation over a binomial probability
density function with parameters Pf and m − k, where the
random variable i is the number of benign sensors having false
alarm. Thus, Qf can be upper-bounded using the Chernoff
bound as follows [10]:

Qf ≤ exp

�
−
�

q − k

Pf (m− k)
− 1

�2

(m− k)
Pf

3

�
. (7)

Substituting with m = n1 and using (5) while assuming fixed
percentage of the malicious nodes, Qf is bounded as follows:

Qf ≤ exp

�
− (C +Bn1)

2

An1

�
(8)

where A, B and C are constants such that:

A = 3Pf (1− α)

B = (S(α)− Pf (1− α))

�
1− α

S(α)− Pf (1− α)

�
,
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Fig. 2. Optimal q vs. n

C = qo − noS(α) + Pfα.

If we take the limit as n → ∞ then Qf → 0 . This

implies that the performance of the q-out-of-m approach can

improve significantly as the network size increases even if the

percentage of malicious nodes (α) is fixed.
The simplified approach should also assure low miss detec-

tion rates. If qn1 is the optimal parameter obtained by exhaus-
tive search at large network size n1. Again, qn1 is unfeasible
to obtain and a suboptimal q̂n1 is used instead as mentioned
earlier. We can also express q̂n1 as qn1+∆q. Using (4), we can
obtain the miss detection probability. By setting m = n, we
get Qms = 1−

�n1−αn1

i=qn1+∆q

�n1−αn1

i

�
P i
d(1−Pd)n1−αn1−i and

Qmo = 1 −
�n1−αn1

i=qn1

�n1−αn1

i

�
P i
d(1 − Pd)n1−αn1−i, where

Qms and Qmo are the miss detection probabilities obtained
using the suboptimal and optimal schemes respectively. We
define ∆Qm = Qms −Qmo as the amount of increase in the
miss detection. It is expressed as:

∆Qm =

qn1+∆q−1�

i=qn1

�
n1 − αn1

i

�
P

i
d(1− Pd)

n1−αn1−i
. (9)

∆Qm is required to be as small as possible to keep the miss
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detection below the predefined limit. It is noted that if ∆q → 0,
∆Qm → 0 and Qms → Qm0 . It is hard to obtain ∆Qm

since qn1 does not have a closed form expression. However,
in section VI, it is demonstrated through simulation results
that the proposed suboptimal scheme preserves the enforced
miss detection constraint.

IV. MALICIOUS NODES ATTACK STRATEGIES

The optimal and the suboptimal scheme parameters for q-
out-of-m approach considers the worst case scenario where
malicious nodes always send false sensing information. These
parameters (m, q) are also used for more general attacking
approaches. In the following, let Pa be the probability that
each malicious node intentionally reports false information.
We consider three different attacking strategies:

1) Strategy 1:

In this strategy, we consider that malicious nodes always
report false sensing information. Hence Pa = 1.

2) Strategy 2:

The malicious nodes send false data with an arbitrary
probability Pa that is fixed and Pa �= 0, 1. This means
that malicious nodes are not always reporting the false
information. Hence, malicious nodes will be more diffi-
cult to be detected compared to the first strategy.

3) Strategy 3:

In this scheme, the malicious nodes follow a dynamic
strategy to attack. Pa changes after each T sensing
periods according to the following relation:

Pan = Pan−1 +∆1x−∆2(1− x), (10)

where Pan is the probability that the malicious nodes
attack in the present T sensing periods, Pan−1 is the
probability of attack in the previous T sensing periods,
x is a Bernoulli random variable characterized by the
probability Px, ∆1 and ∆2 are the increment and
decrement step size respectively. It is assumed that all
malicious nodes have the same probability of attack in
different sensing periods.

In general, malicious nodes also have a probability of
false alarm and miss detection. Hence, the overall attacking
probability in the nth sensing period is given by:

Pattack =

�
Pan(1− Pm) + (1− Pan)Pm target detected,
Pan(1− Pf ) + (1− Pan)Pf , target absent.

(11)

V. MALICIOUS NODE DETECTION APPROACH

As opposed to the optimal and the suboptimal q-out-of-m
schemes, where m is equal to n, we further seek an approach
to update m such that we would discard untrusted nodes. Let
D be the set of malicious nodes, and ON denotes the reports
of all nodes till sensing period N . One ideal approach to detect
malicious nodes, i.e. find D, is to find the maximum a posterior
probability of D given the observations ON , such that [11]:

D = arg maxDP (di is malicious ∀di ∈ D|ON ). (12)

The ideal detection approach is complex and require search-
ing over all possible sets of D. Hence, we propose a simpler,
yet effective, method to detect malicious nodes and improve
the overall performance. In the proposed approach, we use
two counters for each node at the mobile access point. These
counters are updated after each sensing period by comparing
the final decision (using q-out-of-m rule) with the individual
sensing reports. The first counter for node i is denoted by Ti,o

and it represents the number of times node i sends ‘0’ when
the final decision is ‘1’. The second counter Ti,1 represents the
number of times node i sends ‘1’ when the final decision is
‘0’. If N is the observation time, then Ti,o

N and Ti,1

N would be
indications for the benign nodes’ miss detection and the false
alarm rates, respectively. Hence, if Ti,o

N is greater than Pm+δ

or Ti,1

N is greater than Pf + δ, where δ is a considerably small
value, then the corresponding node’s report is discarded from
the next decision process and m will be updated accordingly.

When the observation time is not long enough, Ti,o

N and
Ti,1

N may not be a good approximation for the actual miss
detection and false alarm rates. In this case benign nodes could
be regarded as malicious or vice versa. To avoid this case, we
assume a maximum percentage for malicious nodes to be 30%.
If the ratio of the discarded nodes exceeds this percentage, the
scheme keeps updating the counters for each node without
discarding any sensing report. Eventually, benign nodes will
have their counters (Ti,o

N and Ti,1

N ) updated, and would be
better distinguished from malicious nodes that intentionally
send false reports with higher probabilities. This method of
adapting m by detecting the untrusted nodes is summarized
in table I. It is noted that dynamic attacks take longer time
to be identified compared to static attacks. Simulations will
show that this simple malicious detection approach improves
the performance significantly.

TABLE I
MALICIOUS NODE DETECTION ALGORTIHM

In the Nth sensing period, where N is sensing period index, do:
for i from 1 to n

if decision of node i is not equal to the final q-out-of-m decision
check if node i reports ‘0’ and the final decision is ‘1’

increment Ti,o
otherwise check if node i report ‘1’ and the final decision is ‘0’

increment Ti,1
end if

end if
if Ti,o

N ≥ Pm + δ or Ti,1
N ≥ Pf + δ

discard the reports of node i, and hence m is decremented
end if

end for
if the number of discarded nodes ≥ 30%

don’t discard any reports. i.e. keep m = n, but save Ti,1 and Ti,o ∀i
end

VI. SIMULATION RESULTS

For numerical analysis, we assume the individual sensing
probabilities are Pf = 0.1 and Pd = 0.775. The percentage
of malicious nodes is α = 27%, and the corresponding slope
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So(α) = 0.52 [9]. We also set miss detection constraint to
β = 0.01.

First, we investigate the performance of the q-out-of-m
fusion scheme under different attacking strategies without
any counter attack algorithm. The scheme parameters (q and
m) are obtained using the linear approximation discussed in
section III. For the second attack strategy we set Pa = 0.7,
and for the third attach strategy we set ∆1 = ∆2 = 0.2,
Pa1 = 0.7, and Px = 0.5. The CDF of Pa for this settings is
shown in Figure 3. It can be seen that Pa is spread over wide
range of values. Figure 4 shows the q-out-of-m scheme under
the different attacking approaches. It is shown that when pre-
detected is not used, the performance is worst under the first
attack strategy. This was expected since in this case malicious
nodes always report false information. It can be also seen
that the q-out-of-m scheme has a superior performance as the
network size increases.

Using the proposed detection algorithm with δ = 0.05, the
overall false alarm is shown in Figure 4. No prior knowledge
of the attack strategy is assumed at the mobile access point.
It is clear that the malicious detection approach improved
the performance significantly. At a network size of 30, the
detection scheme reduced the false alarm rate by several orders
of magnitude for the different kinds of attacks.

Figure 5 shows the overall miss detection of the q-out-of-m
scheme after employing the proposed malicious node detection
algorithm at the MA. It can be seen that the overall miss
detection constraint is satisfied, where the limit is set to β =
0.01.
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Fig. 3. CDF of Pa for dynamic attack strategy with ∆1 = ∆2 = 0.2, initial
Pa1=0.7, Px = 0.5.

VII. CONCLUSIONS

In this paper, by exploiting the approximately linear re-
lationship between the scheme parameters and the network
size, we proposed a simplified q-out-of-m fusion approach
for final decision making in the SENMA architecture. The
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Fig. 4. False alarm rate vs. network size with and without using malicious
node detection.
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Fig. 5. Miss detection vs. network size using malicious node detection.

performance of the proposed scheme is investigated under
Byzantine attacks. It was shown that at a fixed percentage of
malicious nodes, the false alarm rate of the simplified q-out-of-
m scheme decrease exponentially as the network size increase.
The detection accuracy of the proposed scheme is further
investigated under static and dynamic attacking strategies.
By using a simple but effective method to detect malicious
nodes before decision making, the system performance can be
improved significantly for all attack types. It is found that:
without pre-detection, the system has the worst performance
under the static attack where the malicious sensors always send
false information; when pre-detection is enforced, the system
delivers much lower false alarm rates under both static and
dynamic attacks, while satisfying the imposed miss detection
constraint.
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